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GROUP QF COMPANIES

VISION
Transforming Myanmar by solving
business problems through innovative

digital technologies and solutions

MISSION

Become the Trusted long-term Business and
Technology Partner to provide transformation into
digital while managing the technology challenges
ahead.

CORE VALUES

Commitment to Customer

We are obsessed with our customer’s Success

Commitment to Partners

We strive to be the value partner for our suppliers and win together

Be humble
We learn to take nothing for granted




BIM Group’s Strategy ]I

IT Infrastructure & System Integration

PROJECT
MANAGEMENT
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BIM Group’s Capabilities

TECHNOLOGY

SOLUTIONS

=]

GROUP OF COMPANIES

IT GOVERNANCE &
MANAGES SERVICES

Business
Applications (ERP,
CRM, CORE Banking)

Business & Data
Analytics

Enterprise Mobility
and Modernize
Communication
Services

Technology Risk and
Cybersecurity Services

Cloud & Infrastructure
Solutions

Smart Engineering
Solutions

INDUSTRY EXPERTISE
* Banking
Financial Services * |nsurance

* Microfinance

* Textile & Garment
Factory

* Wireless
Communications

Retail

*

Telecoms

*

Grocery

Healthcare * Hospitals

*

o Hotels
Hospitality

*

Resorts

Manufacturing * FMCG

IT Services
Management &
Governance

IT Infrastructure
Management

End-Users IT Services

Managed Security
Services




ENTERPRISE CYBERSECURITY FRAMEWORK

A_ Perform B. Conduct
Cyber Posture Cybersecurity
Review Awareness

C. Create IT
Security Policy

D. Perform External E. Perform IT General
VA/PT Engagement Controls Assessment

F. Enforce SecSDLC and G. Perform Vulnerability
SecDevOps Best Practices and Patch Management

Continuous Improvement

H. Align IT Governance with I Manage. Detect and
Corporate Governance Respond Capabilities

<<

J. External IT Audit and Compliance

Guide to Managing
Your Cybersecurity



| Business value creation through Risk Management & Cybersecurity

Cybersecurity Landscape + Microsoft Approach
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BIM Cyber Command Center

BIM Group has established the BIM Cyber Command Center coordinating with
Microsoft Threat Intelligence to follow NIST’s identify, protect, detect and
respond to threats including APT.

I® Microsoft

Assessing Microsoft 365 Security Solutions

using the NIST Cybersecurity Framework

Introduction

Keeping your employees and organization secure without compromising productivity is a challenge.
Microsoft 365 security salutions are designed to help you adhere to industry and government

Information Threat - . S N
protection protection lsta.ndards and_ﬁameworks that have been developed to simplify security for organizations and provide
insight and guidance for IT pros.
Protect users’ identities & Ensure documents and Protect against advanced  Gain visibility and control
control access to valuable emails are seen only by threats and recover quickly over security tools ||-I this d ocument we have ma pped M |“°S,th 365 secu rrty solutions to the National Institute
resources based on user authorized people when attacked —_— =
risk level | [MIST C5F). The MNIST CSF is a guide for
Azure Active Directory Azure Information Advanced Threat Analytics  Azure Security Center arg an'z‘?::“: tulm:nage- a“g ret':luce c;;bersecunty risk. E:‘E:E'Elpe‘j ?h_ruugrl': 2 ‘:D":b‘";““” .
il A Protection WAi:dowse:);Lend:! Offics 365 Security Canter lamc;ng il u:_try ea.der:F;jac: eLllm.c:,da; government stake! : er:i : is a tl orough cy I:rs.:cu:t:
ancs rea A A
Windows Hello Office 365 Data :’rotmion Windows Defender implementation g_ul e for the Unita E tates go\le:l:m:!-lnt, :!n _u_se Y en.te_rpnse_: worldwide. The
: X Loss Prevention maost current version of the MIST CSF is the MIST CSF Version 1.1, updated in April 2018.
Windows Credential Security Center -
Gated Office 365 Advanced

Windows Ink_mnmon Threat Protection

Protection The C5F is founded on two core MIST documents: the NIST 5P 800-53 Rev 4 and the Risk Management
Microsoft Cloud Office. I?“""“‘ Framework (RMF), which alse references the MIST 5P 800-53, ameng others. Each of these documents—
App Security $raligence the NIST ISF the MIST 5P 800-53, and the RMF—informs the review process for the Federal Rizk
Office 365 Advanced thorizatio g Program {FedRAMP). FedRAMP is a government-wide program that

Security Management provides a standardized approach to security assessment. authorization, and continuous meonitoring
for cloud products and services, and is now considered the primary certification process for cloud-
based solutions. Mapping your security solutions to the MIST C5F can help you achieve FedRAMP
certification and provide a framewaork for a holistic security strategy. Although Microsoft isn't endorsing
this framework—there are other standards for cybersecurity protection—we find it helpful as a baseline
against commonly used scenarios.

Microsoft Intune

Below, we offer guidance to help you best use Microsoft 265 security selutions to address each
category within four NIST C5F core actions: |dentify, Protect, Detect, and Respond. Regardless of the
size of your business, this framework will guide you in deploying security solutions that are right for
your organization.

This guide will help you get started with your Microsaft 365 security solutions, explain how these
products work together in the greater enterprise environment. and provide insight into the most
effective security scenarios you can enable for your organization.

CYBERSECURITY I Microsoft :




Today’s biggest cybersecurity

;K”s' SOC challenges
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" Sophistication of Threats

= Alert Overload

u Rising infrastructure costs and upfront
Investment

= Lack of Automation
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Next steps

Talk to BIM Cybersecurity to learn more about how we can
assist you with your Cybersecurity Journey.

Managed Security Services




Our approach to SOC 1n the Digital Cloud

&
° [
® ) L
° ® & =
O
: 2% O o .
Security 0
Operations Team " o A ®
o ° ° o ® ®
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Security Leadership: Forrester Report Q4 2020

LICENSED FOR INDIVIDUAL USE ONLY

FORRESTER

The Forrester Wave™: Security Analytics

Platforms, Q4 2020

The 11 Providers That Maiter Most And How They Stack Up

by Joseph Blankenship and Claire O'Malley
December 1, 2020

Why Read This Report

In our 27-criterion evaluation of security
analytics platform providers, we identified the

11 most significant ones — Exabeam, FireEye,
Gurucul, IBM Security, LogRhythm, Micro Focus,
Microsoft, Rapid7, RSA, Securonix, Splunk —
and researched, analyzed, and scored them. This
report shows how each provider measures up
and helps security and risk professionals select
the right one for their needs.

Key Takeaways

IBM Security, Securonix, E y
And Microsoft Lead The Pack

Forrester's research uncovered a market in which
IBM Security, Splunk, Securonix, Exabeam, and
Microsoft are Leaders; LogRhythm, Gurucul,
Micro Focus, Rapid7 and RSA are Strong
Performers; and FireEye is a Contender.

Customization, MITRE ATT&CK Mapping, And
Saa$ Are Key Differentiators

As security information and event management
(SIEM) technology becomes outdated and less
effective, cloud-delivered security analytics
platforms that provide custom detections will
dictate which providers will lead the pack.
endors that can provide customization, MITRE
ATT&CK mapping, and SaaS delivery position
themselves to successfully deliver improved
detection, faster investigations, and flexibility to
their customers

This POF is only lioensed for individual use when downloaded from fomestercom or reprints.fomesteccom. All other distribution prohibited.

FORRESTER.COM

FIGURE 1 Fomrester Wave™: Security Analytics Platforms, 04 2020

THE FORRESTER WAVE™
Security Analytics Platforms
Q4 2020
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© 2021 BIM Cybersecurity. All rights reserved. BIM Cybersecurity is part of BIM Group and refers to the

A 0 Winner Winner Business Unit which has its own legal and separate entity. This content is for generation information

Microsoft Partner MICI’OS(?ft Partner purposes only and should not be used as a substitute for consultation with professional advisers and
m}mwcﬁ}:';;;:: ! Famﬂl};.:}:'::;:; consultants. At BIM, our purpose is to solve important business problems using innovative digital

technology solutions and to build trusted long term business technology partner relationship with our

CYBERSECURITY WINNER W picrosoft B® Microsoft . : :
& Microso e leresa clients. Find out more about us at www.bimgoc.com.
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